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ABSTRACT 



When image data has been decomposed into a plurality of 
components, and a plurality of components of the compo- 
nents have been encrypted, the encrypted image file must be 
able to be used without confusion. On a component decom- 
posing apparatus, image data is decomposed into a plurality 
of components for the hierarchical levels, for example. On 
an encrypting apparatus, a plurality of components of the 
components are encrypted. And, on an encrypting informa- 
tion preparing means, encrypting information H concerning 
the" contents of this encryption is prepared, and from the 
encrypted components and the non-encrypted components, 
and the encrypting information H, an encrypted image file F 
is generated on an encrypted image file generating appara- 
tus. When the encrypted image file F is to be decrypted, the 
encryption contents of the encrypted components can easily 
be grasped by referring to the encrypting information H. 

16 Claims, 7 Drawing Sheets 
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IMAGE ENCRYPTING METHOD AND In addition, a file format which allows a plurality of data 

DEVICE, IMAGE DECRYPTING METHOD having different properties to be stored in a single file, as 

AND DEVICE, AND RECORDING MEDIUM with the RashPix file proposed by Eastman Kodak, has been 

proposed, and in such a file meeting the FlashPix specifi- 

BACKGROUND OF THE INVENTION 5 cations as this, hierarchical data decomposed for multiple 

1. Field of the Invention resolutions or multiple density resolutions can also be 
The present invention relates to an image encrypting stored. , ^ 

method and device which decomposes original image data Further the methods which constitute an image file by, for 

into a pluraUty of components and encrypts them, a method «=!'*°>Pl=- decomposing the image data mto a chroniaticity 

and device which decrypts an encrypted image file which ^° ^>enal and a lummance signal; decomposing it for the 

has been obtained by this image encrypting method and frequency components; decomposes it into a-channel mfor- 

device. and a computer readable recording medium which nation representmg the luminous transmittance of the unage 

records a program to cause a computer to execute these °' ''^P? ""fonnation representing the distances from the 

methods camera and RGB data; and decomposmg the image mto a 

J5 plurality of blocks are used. In addition, for a plurality of 

2, Descnption of the Related Art ^^^^^ ^ composite image obtained by composing an 
For some appUcations which handle maage data of popu- j^i^ge a template, the image file is constituted by data 

lar talents, particular characters, etc. having their portrait ^a^h image, image layout information, character 

rights or the copyright, it is required to inhibit that the image information etc 

data is used for any purpose other than a specific one. In _ Thus, when an image file is constituted b y a pluralLtV.pf 

other words, if such unage data having the copynght can be jata (hereafter refe rred to as c omponents), only particular 

freely reproduced with general computers, there is the ^components are encrypted in '^mc c£se^."F5f7xil5gre, 

possibility of that the portrait nghts and the copyright are -wh^enlKTimagedat alias been hierarchized asstataibove, 

infringed, thus it is required-thai such image data be per- oDirt he"hicrarcbical"'da'fa'I^g theTiiihSr?^5K^ 5, 

mitted to be prmted out only by a particular authonzed lab, 2S-wmcris the most v aluable a TiSTage, is encrypted. Within 

and cannot be used for any other purposes. lmiieBewh"erairith"only aTaTTof Ih^ecomponems fi^S gn^ 

Thus, a technique has been proposed which offers image ^ncrYBled, an yone can jeprodu ce ima ge^ata foTt ET^^^ 

data encrypted so that it can be decrypted only by the ponents which have not been encrypted, ajgcLthe hierarchical 

application software and the lab permitted to make printout. data having the' Kigfiest rek>lution which is suited for 

This technique is such that only the application software and 30 printout;"' etc. can be mused only^by a ^ersopTli aving the 

a particular lab have the capability of decrypting encrypted d jcryptionj ce y 'for decr ypting the encryp ted hierarc trical 

image data, and the application software and the particular "Bata. Therefore, any person other tha n the autho rized person 

lab cannot output image data having the copyright, etc. for wg"has jfiengtiuHa ving"rece encr yption keffrom™ 

any purpose other than a particular one. the copyright holder for th e ima ge cannot usc^ thejumagc. 

On the other hand, as a method for storing of image data, 35 havinftlie'Kighest resolution, which dlows^pj;eyention^of_ 
various methods, such as JPEG, GIF, and TIFF, are '^illegaTu^ jf an image EayinglHfi]copYright,jej 
available, however, in recent years, the method has been Tlowever, when a plurality of components of the compo- 
proposed which hierarchically decomposes image data for nents have been encrypted, it cannot be known that, by what 
the resolutions or density resolutions, and encodes the data encryption system, each component has been encrypted, 
for the hierarchical levels (the hierarchical data) to compress 40 Therefore, even the authorized person who has received the 
and store them. This storing method is such that it decom- encryption key must try to decrypt all the encrypted com- 
poses image data into hierarchical data for a plurality of ponents by use of that encryption key to know which 
resolutions or density resolutions by wavelet-conversion or component can be decrypted by the encryption key, thus the 
other technique, and this decomposed data for the resolu- operation is extremely cumbersome. In addition, when an 
tions or density resolutions is encoded in the order of 45 image file is to be brought into a lab to request printout, the 
hierarchical levels to be compressed and stored as a file. user cannot know that the components required by him are 

This storing method has the following features: to be brought into which lab for decryption, great confusion 

(1) Unlike the OCT method used with the prior art JPEG, the is produced in printout request. 

image data is not processed for each block, thus such an The purpose of the present invention, which has been 

artifact as block distortion will not be caused. 50 provided by taking the above-stated situation into 

(2) Because the image data is hierarchically encoded, only consideration, is to offer an image encrypting method and 
the information for the necessary resolution is required to device whereby, when a plurality of components of the 
be transferred in transferring the image data, thus efficient components have been encrypted, the encrypted components 
image transfer can be performed. can be decrypted without confusion; an image decrypting 

(3) Because the image data is decomposed for multiple 55 method and device; and a computer readable recording 
resolutions or multiple density resolutions, a variety of medium which records a program to cause a computer to 
image processes such as frequency emphasized process- execute these methods. 

ing can be performed relatively easily SUMMARY OF THE INVENTION 

(4) Simultaneous spatial and frequency decomposition by 

multiple resolution analysis can be made, and for the low 60 encrypting method according to the present 

frequency region which has a great effect on the encoding invention comprises the steps of: 

efficiency, orthogonal transformation is performed in a decomposing original image data into a plurality of com- 

wide range, while for the high fi"equency region, orthogo- ponents; 

nal transformation can be achieved in a narrow range, encrypting a plurality of desired components of the com- 

thus, if a quantization noise is generated around the edge 65 ponents; 

in the image, the spatial spread can be suppressed. This preparing encrypting information representing the con- 
makes the noise difficult to be perceived. tents of the encryption; 
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generating an encrypted image file from the encrypted A first image decrypting device according to the present 

components which have been encrypted, and the non- invention is a device which decrypts an encrypted image file 

encrypted components which have not been encrypted; which has been obtained with the image encrypting device 

and according to the present invention, comprising: 
attaching the encrypting information to the encrypted 5 an encrypting information reading means which reads out 

image file. the encrypting information from the encrypted image 

Here, it is preferable that the components be any of file; and 

resolution image data obtained by decomposing the original a decrypting means which, on the encrypting information, 

image data into a plurality of resolutions, luminance infor- performs decryption of the encrypted components, 

mation data and chromaticity information data of the origi- A second image decrypting device according to the 

nal image data, frequency data representing the spatial present invention is a device which decrypts an encrypted 

frequency components of the original image data, and image file which has been obtained with the image encrypt- 

regional data for the regions given when the original image ing device according to the present invention, comprising: 

data is decomposed into a plurality of regions. an encrypting information reading means which reads out 

It is also preferable that each of the components be the encrypting information from the encrypted image 

encrypted by an encryption system or encryption key which f^i^; 

varies with each of the components. . . ^ . a deteimining means which, on the basis of the encrypting 

Further, It IS preferable that the encrypting information information, determines the decrypting means which 

mclude at least one of mformation which indicates hat ^ components; and 

encryption has been performed, encryption system ^ /5. ^ . 
information, encryption key information, image component 20 ^ transferring means which transfers the encrypted miage 

information of the original image which has been encrypted, decrypting means determined, 

copyright information of the original image, and information program to cause a computer to execute the proce- 

of a decrypting means which can decrypt the encrypted ^^^es to be taken by the encrypting and decrypting methods 

components. according to the present invention may be offered, being 

Here, "image component information of the original 25 recorded on a computer readable recording medium, 

image" refers to information representing what components According to the ^esent invention, original unage datajs 

the original image is decomposed into. decomposedJnto^pJH^ 

A first image decrypting method according to the present ^urafity of^desired_components ^f^ these components are 

invention is a method which decrypts an encrypted image ''^f^^O'P^fdTenc^^ 

file which has been obtained with the image encrypting 30 of- the encryption is generated , the^encrj^^iiBSJOi^nS^ 

method according to the present invention, comprising the being attached to an encr)ytedjcaage.,fiLe com prising t he 

steps of- e ncryptea com pone"nts and the n on-encryp t ed components , \ 

reading out the encrypting information from the encrypted ThlFiFoS;^^ to the encryptmg information, how 

image file* and encrypted components have been encrypted can be easily 

' . . - . ^ • J f known, and as a result of this, the encrypted image file F can 

on the encryptmg mformation, performing decryption of \ c ■ 

the encrvDted components » be used with no confusion. 

A second taage decrypting method according to the EspeciaUy when the components have been encrypted by 

present invention is a method which decrypts an encrypted dfwent encryption systems or encryption keys 

image file which has been obtained with the image enciVpl- f^^P^^t'^'y' the person who has received he encrypted 
. J J- * *L • • An unage file can refer to the encrypting mformation for easily 

mg method according to the present invention, comprising . u * 1 1 r . u a * u 

the ste s of- ' & identifying what level of components he can decrypt by 

" ■ r ■ c t 1 using the encryption key he has. 

reading out the encryptmg information from the encrypted ^nzXudmz the information of the decrypting means 

image e, which can decrypt the decrypted components, for example, 

on the basis of the encrypting information, determinmg information of the lab in the encrypting information, the 

the decrypting means which can decrypt the encrypted ^^^^^ ^^o has received the encrypted image file can easily 

components; and identify which lab can be requested to decrypt the desired 

transferring the encrypted image file to the decrypting components, thus, without confusion, the lab which has the 

means determmed. desired decrypting means can be requested to make printout. 
The image encrypting device according to the present 

invention comprises!^ ^ ^' 50 BRIEF DESCRIPTION OF THE DRAWINGS 

a component decomposing means which decomposes FIG. 1 is a schematic block diagram illustrating the 

original image data into a plurality of components; configuration of an image encrypting device according to the 

an encrypting means which encrypts a plurality of desired embodiment of the present invention, 

components of the components; 55 FIG. la to FIG. 2c show a set of drawings illustrating the 

an encrypting information preparing means which pre- state wherein image data is wavelet-converted to be encoded 

pares encrypting information representing the contents for the hierarchical levels, 

of the encryption; FIG. 3 shows a drawing for explaining the contents of the 

an encrypted image file generating means which generates encrypted image file, 

an encrypted image file from the encrypted components 60 F^G. 4 shows a drawing for explaining the contents of the 

which have been encrypted, and the non-encrypted encryption systems, 

components which have not been encrypted; and FIG. 5 is a flowchart illustrating the process provided by 

an attaching means which attaches the encrypting infor- the image encrypting device according to the embodiment of 

mation to the encrypted image file, the present invention. 
It is preferable that the encrypting means be a means for 65 FIG. 6 is a schematic block diagram illustrating the 

encrypting each of the components by an encryption system configuration of the image decrypting device according to 

or encryption key which varies with each of the components. the embodiment of the present invention. 
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FIG. la to FIG. Id show a set of drawings (first of the 
two) for explaining the processing provided by the image 
decrypting device according to the embodiment of the 
present invention, 

FIG. 8 shows a drawing (first of the two) for explaining 5 
the contents of the order file, 

FIG. 9fl to FIG. 9^/ show a set of drawings (second of the 
two) for explaining the processing provided by the image 
decrypting device according to the embodiment of the 
present invention and 

FIG. 10 shows a drawing (second of the two) for explain- 
ing the contents of the order file. 

DESCRIPTION OF THE PREFERRED 

EMBODIMENT 35 

Hereinbelow, a preferred embodiment of the present 
invention will be explained with reference to the accompa- 
nying drawings. 

FIG. 1 shows a schematic block diagram illustrating the 20 
configuration of an image encrypting device according to the 
embodiment of the present invention. As shown in FIG. 1, 
the image encrypting device according to the present 
embodiment comprises a component decomposing means 1 
which decomposes original image data SO into a plurality of 25 
components; a component encrypting means 2 which 
encrypts a plurality of desired components of the compo- 
nents; an encrypting information preparating means 3 which 
prepares encrypting information H representing the contents 
of an encryption; and an encrypted image file generating 3Q 
means 4 which generates an encrypted ima g e file F qn Jhe 
basis of the encry pjed component s which have been 
obta'ined^By^ncrypJmgJhe^ 

wffich havejiot been encrypted, and the encrypjingjn^;^ 
mation H. 35 
' The^component decomposing means 1 decomposes, for 
example, the original image data SO into hierarchical data 
for a plurality of resolutions, providing the hierarchical data 
as components. The original image data SO is decomposed 
into hierarchical data for the hierarchical levels in the 40 
following way. First, as shown in FIG. 2a, the original image 
data SO is wavelet-converted, being decomposed into four 
types of data, LLl, HLO, LHO, and HHO, for the plurality of 
resolutions. Here, the data LLl represents an image as a 
result of the length and breadth of the image being reduced 45 
to half, and the data HLO, LHO, and HHO represent an image 
of the longitudinal edge component, the crosswise edge 
component, and the diagonal edge component, respectively. 
And, as shown in FIG. 26, the data LLl is further wavelet- 
converted to obtain four types of data, LL2, HLl, LHl, and 50 
HHl. Here, the data LL2 represents an image as a result of 
the length and breadth of the image being further reduced to 
half, and the data HLl, LHl, and HHl represent an image 
of the longitudinal edge component, the crosswise edge 
component, and the diagonal edge component of the data 55 
LLl, respectively. Then, by repeating the wavelet conver- 
sion as many times as desired for the data LL which is 
obtained every time the wavelet conversion is performed, 
data for the plurality of resolutions is obtained, lliere after, 
as shown in FIG. 2c, the data for the plurality of resolutions 60 
is encoded, and the encoded data is provided as the hierar- 
chical data, i.e., components. 

The method of decomposing data into components is not 
limited to that as stated above, and various other methods, 
such as the method which decomposes original image data 65 
SO into a chromaticity signal and a luminance signal; the 
method which decomposes it for the frequency components; 
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the method which decomposes it into a-channel information 
representing the luminous transmittance of the image or into 
depth information representing the distances from the cam- 
era and RGB data; and the method which decomposes an 
image into a plurality of blocks can be adopted. In addition, 
for a plurality of images or a composite image obtained by 
composing an image with a template, the method which 
provides data of each image, image layout information, 
character information, etc. as components can be adopted. 

The encrypting means 2 encrypts desired components of 
the components. For such encryption, the method which 
encrypts the whole of the component to provide completely 
random data; the method which encrypts only a part of the 
bits of the component (for example, encrypts the four 
low-order bits of eight -bit data to provide random data); the 
method which encrypts data having a fixed value over the 
entire image to generate a random image, and adds this 
random image to the components; etc. can be used. Here, by 
providing the encrypted components with the same format 
and the same number of picture elements as those of the 
original image data SO, although the image quality is dete- 
riorated by encrypting, the encrypted components can be 
displayed in an application to display the original image data 
SO. In the case when the image represented by the original 
image data SO is decomposed into a plurality of blocks, and 
the image data for the blocks are provided as components, 
encrypting only a part of the blocks will display the original 
image as that a part whereof is deteriorated. 

As the encryption system, the DES (Data Encryption 
Standard), IDEA (International Data Encryption Algorithm) 
or other confidential key system, or the RSA (Rivesi, 
Shamir, Adleman) system, which is an encryption system 
using prime factors, or other open key system can be 
adopted. 

Here, the confidential key system is a system wherein the 
encryption key to encrypt components is made common to 
the decryption key to decrypt encrypted components. The 
DES is a confidential key encryption system established by 
the National Bureau of Standards in U.S.A. and it uses a 
64-bit key to convert a plaintext in units of 64 bits into a 
cryptogram of 64 bits. The IDEA is a confidential key 
encryption system designed to allow an eflScient computa- 
tion by use of software, and it uses a 128-bit key to convert 
a plaintext in units of 64 bits into a cryptogram of 64 bits. 

The open key system, unlike the confidential key encryp- 
tion system, is a system wherein the encryption key is 
different from the decryption one, being known as the 
asymmetrical encryption system. With the open key system, 
an encryption key uniquely corresponds to a decryption key, 
and the components which have been encrypted with the 
encryption key can be decrypted only with the decryption 
key corresponding to that encryption key. If this encryption 
key is opened to the public, the components which have 
been encrypted by use of the encryption key can be 
decrypted only by a particular person who has the decryp- 
tion key corresponding to it. Therefore, this system is 
effective when information which can be decrypted only by 
a particular person is sent to that particular person by a 
number of other persons. 

Because the open key system is slow in processing speed, 
it is preferable to use the confidential key system for 
encryption. As described later, it is preferable that the 
encryption key of the confidential key system which was 
used to encrypt the components be encrypted with a com- 
mon confidential key shared by the devices having the right 
of decryption, and be included in the encrypted image file F 
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as encrypting information. The encryption key of the con- 
fidential key system which was used to encrypt the compo- 
nents can also be encrypted by use of an open key to be 
included in the encrypted image file F as encrypting infor- 
mation. In this case, it is preferable that encryption be 5 
performed by use of the open key corresponding to the 
decryption key held by the devices having the right of 
decryption. If the open key is used in this way, the labor and 
danger in confidentially sharing the key between the image 
encrypting device and the later described image decrypting 
device can be avoided. 

The encrypting information preparating means 3 is used 
to prepare as encrypting information H information which 
indicates encryption has been performed, encryption system 
information, information of the encryption key as stated 
above, image component information about the original 
image which has been encrypted, copyright information 
about the original image, information of the decrypting 
means which can decrypt the encrypted components, etc. 

The encrypted image file generating means 4 generates an 
encrypted image file F from the encrypted components 
which are encrypted components, the non-encrypted com- 
ponents which have not been encrypted, and the encrypting 
information H. 

FIG. 3 shows a drawing illustrating the contents of the 
encrypted image file F. With the present embodiment, it is 25 
assumed that the original image data SO has been hier- 
archized into four types of hierarchical data Kl to K4. In the 
encrypting information H are included the information indi- 
cating whether the components have been encrypted or not; 
if they have been encrypted, the information of the encryp- 30 
tion system for the components (with the present 
embodiment, the hierarchical data K3 and K4); the infor- 
mation of the encryption key; the information of the copy- 
right holder; and the information concerning the person or 
lab who can decrypt the encrypted hierarchical data K3 and 35 
K4. In other words, as shown in FIG. 3, this encrypted image 
file F reveals that the hierarchical data K3 and the hierar- 
chical K4 have been encrypted by the encryption systems of 
FUJI-TYPE-102 and FUJI TYPE-122, respectively, accom- 
panied by the encryption keys ****i(32**** and 40 
****122****, respectively. It can also be known that the 
copyright holder of the image is "FUJI"; the person who has 
the means of decrypting the hierarchical data K3 is "FUJI 
Photo member" and "FUJI Photo Lab"; and the person who 
has the means of decrypting the hierarchical data K4 is 45 
"FUJI Photo Lab". 

Here, the encryption systems of FUJI-TYPE-102 and 
FUJI TYPE-122 have the contents as given in FIG. 4. As 
shown in FIG. 4, the FUJI-TYPE-102 is a system which uses 
the IDEA system to encrypt the four low-order bits of a 50 
component when the component comprises 8-bit data, and 
further encrypts the encryption key in this encryption by the 
IDEA system. On the other hand, the FUJI TYPE-122 is a 
system which uses the IDEA system to encrypt the whole of 
a component, and further encrypts the encryption key in this 55 
encryption by the RSA system. The IDEA confidential key 
system provides encryption by use of the confidential key 
commonly held by the FUJI Photo members, while the RSA 
open key system provides encryption by use of the open key 
held by the FUJI Photo Lab. The «****i02****" is the key 60 
which has further encrypted the key which has encrypted the 
hierarchical data K3, and this key can be decrypted with the 
use of the confidential key held by the FUJI Photo members. 
The "****i22****" is the key which has further encrypted 
the key which has encrypted the hierarchical data K4, and 65 
this key can be decrypted with the use of the decryption key 
held by the FUJI Photo Ub. 
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As shown in FIG. 4, the hierarchical data K4 has been 
encrypted for the entire image, and thus cannot be recog- 
nized as an image. In the FUJI Photo Lab, which can decrypt 
the hierarchical data K4, the key (****122****) which has 
been encrypted by use of the open key attached to the 
encrypted image file F is decrypted with the use of the 
decryption key held by the Lab. The decrypted key is the 
IDEA system key which has encrypted the hierarchical data 
K4, and by using this key, the hierarchical data K4 can be 
decrypted. 

With the hierarchical data K4, only the four lower-order 
bits have been encrypted, thus, anyone can obtain an image 
equivalent to the four upper-order bits, however, the image 
obtained is only a blurred one. The FUJI Photo members and 
FUJI Photo Lab can use the confidential key held by them 
to decrypt the key (****i02****) which has encrypted the 
hierarchical data K3, and in addition, by using the decrypted 
key, can decrypt the encrypted portion of the hierarchical 
data K3. 

Next, the function of the present embodiment will be 
explained. FIG. 5 shows a flowchart illustrating the process- 
ing provided by the image encrypting device according to 
the present embodiment. First, on the component decom- 
posing means 1, the original image data SO is decomposed 
into components of hierarchical data for a plurality of 
hierarchical levels (step SI) as shown in FIG. 2a to FIG. 2c 
above. Then, on the encrypting means 2, the hierarchical 
data K3 and the hierarchical data K4 are encrypted (step S2), 
and on the encrypting information preparating means 3, 
encrypting information H is prepared (step S3). Then, on the 
encrypted image file generating means 4, an encrypted 
image file F is generated to complete the processing, being 
based on the encrypted components (the hierarchical data 
K3 and K4), the non-encrypted components (the hierarchical 
data Kl and K2), and the encrypting information H. 

FIG. 6 shows a schematic block diagram illustrating the 
image decrypting device to decrypt the encrypted image file 
F thus generated. As shown in FIG. 6, the image decrypting 
device according to the present embodiment comprises an 
encrypting information reading means 7 to read out the 
encrypting information H from the encrypted image file F, 
and a decrypting means 8 to decrypt the decrypted compo- 
nents 00 the basis of the encrypting information H, being 
connected to a displaying means 9, such as a monitor to 
display the image represented by the decrypted components 
and the encrypting information H, and an inputting means 
10, such as a keyboard and mouse. The image decrypting 
device according to the present embodiment may be that 
which receives an encrypted image file F from the image 
encrypting device through the network, and may be that 
which can receive an MO, a ZIP, a floppy disk and other 
recording media whereon an encrypted image file F prepared 
by the image encrypting device is recorded. 

Next, the function of the image decrypting device accord- 
ing to the present embodiment will be explained. First, on 
the encrypting information reading means 7, the encrypting 
information H is read out from the encrypted image file F. 
The encrypting information H read out is displayed on the 
displaying means 9. If the person who has the image 
decrypting device is a FUJI Photo member, he inputs the 
encryption key number, which is the ID and the confidential 
key, from the inputting means 10, and on the basis of this 
encryption key number, the decrypting means 8 decrypts the 
key which has encrypted the hierarchical data K3, and on the 
basis of the decrypted key, decrypts the hierarchical data K3. 
And by this, the image represented by the resolution of the 
hierarchical data K3 Ls displayed on the displaying means 9. 
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On the other hand, from the encrypting information H, it by this, the image represented by the resolution of the 

is known that the hierarchical data K4, which has the highest hierarchical data K3 is displayed on the displaying means 9 

resolution, can be decrypted on the FUJI Photo Lab, thus, (FIG. 7c). 

when the encrypted image file F is to be printed out, the Thereafter, from the inputting means 10, the user inputs a 

encrypted image file F is transferred to the FUJI Photo Lab 5 request for printout on the lab. In this case, the display on the 

to request it to make printout. Then, on that request, the FUJI input screen is as shown in FIG. Id, On this display, the user 

Photo Lab decrypts the key which has encrypted the hier- fiUs up the blanks, and by this, an order file is prepared by 

archical data K4, being included in the encrypted image file the order file preparing means (not shown). FIG. 8 shows the 

F, and on this decrypted key, decrypts the hierarchical data contents of this order file. As shown in FIG. 8, the order file 

K4 for printout. 10 includes the customer name (Customer), the ID 

Thus, with the present embodiment, the original image (CustomerlD), the number of prints (Quantity), and the print 

data SO is decomposed into a plurality of components, and size (Prints ize). 

when a plurality of components of these components are prom the encrypting information H, it is known that the 

encrypted, encrypting information H representing the con- hierarchical data K4 which has the highest resolution can be 

tents of the encryption is generated, and an encrypted image 15 decrypted on the FUJI Photo Lab, thus, the user transfers this 

file F is generated from the encrypted components and the order file to the FUJI Photo Lab together with the encrypted 

non-encrypted components, and the encrypting information image file F through the network or by recording them on a 

H, therefore, by referring to the encrypting information H, recording medium. By this, on the basis of the contents of 

how the encrypted components have been encrypted can be the order file, the FUJI Photo Ub decrypts the key which has 

easily known, and as a result of this, the encrypted image file 20 encrypted the hierarchical data K4, being included in the 

F can be used with no confusion. encrypted image file F, and further, on this decrypted key, 

Especially when the components have been encrypted by decrypts the hierarchical data K4. Then, the clip art obtained 

the different encryption systems or encryption keys, on the resolution of the hierarchical data K4 is pasted on the 

respectively, the person who has received the encrypted image data for the user to make printout, 

image file F can refer to the encrypting information H for Next, the procedure for using the image decrypting device 

easily identifying what level of components he can decrypt according to the present embodiment to paste a plurality of 

by using the encryption key he has. images on the template for composition, generate a single 

By including the information of the decrypting means image, and request the lab to make printout will be explained 

which can decrypt the decrypted components, for example, with reference to FIG. 9a to FIG. 9d. In this case, it is 

the information of the lab in the encrypting information H, assumed that the image decrypting device is contained in the 

the person who has received the encrypted image file F can personal computer for the user who requests printout, and 

easily identify which lab can be requested to decrypt the the user is a FUJI Photo member. It is also assumed that the 

desired components, thus, without confusion, the lab which user image is that as shown in FIG. 9a, and the user image 

has the desired decrypting means can be requested to make and the image of the clip art which has been encrypted as is 

printout, the case with the embodiment as shown in FIG. 7 are to be 

Next, the specific procedure for using the image decrypt- pasted on the template as shown in FIG. 9b. First, on the 

ing device according to the present embodiment for pasting encrypting information reading means 7, the encrypting 

an encrypted clip art on the user image and requesting information H is read out from the encrypted image file F. 

printout will be explained with reference to FIG. 7a to FIG. 40 F^m the inputting means 10, the user inputs that the image 

Id. In this case, it is assumed that the image decrypting is to t>e displayed. By this, as is the case with FIG. la above, 

device is contained in the personal computer for the user the displaying means 9 displays the image represented by 

who requests printout, and the user is a FUJI Photo member. the encrypted image file F, however, this image is an image 

It is also assumed that, in FIG. 7a to FIG. Id, the image of a low resolution represented by the hierarchical data Kl 

represented by the encrypted image file F is the clip art to be 45 and K2 which have not been encrypted- 

pasted on the image which the user has. First, on the Further, when the user inputs, from the inputting means 

encrypting information reading means 7, the encrypting 10, that the hierarchical data K3, which has been encrypted, 

information H is read out from the encrypted image file F. is to be displayed, the information as shown in FIG. 9c is 

From the inputting means 10, the user inputs that the image displayed on the displaying means 9 on the basis of the 

is to be displayed. By this, the displaying means 9 displays 50 encrypting information H. Then, on this display, the user 

the image (FIG, 7a) represented by the encrypted image file inputs the ID and encryption key number from the inputting 

F is displayed, however, this image is an image of a low means 10. By this, as is the case with FIG. 7c, the image 

resolution represented by the hierarchical data Kl and K2 represented by the resolution of the hierarchical data K3 is 

which have not been encrypted. displayed on the displaying means 9. 

Further, when the user inputs, from the inputting means 55 Thereafter, the user pastes the user image and the clip art 

10, that the hierarchical data K3, which has been encrypted, on the template. Then, after completion of pasting these 

is to be displayed, the information as shown in FIG. lb is images as shown in FIG. 9d, the user inputs a request for 

displayed on the displaying means 9 on the basis of the printout on the lab. In this case, the display on the input 

encrypting information H. Then, on this display, the user screen is similar to that as shown in FIG. Id. On this display, 

inputs the ID and encryption key number from the inputting 60 the user fills up the blanks, and by this, an order file is 

means 10. The decrypting means 9 certifies that the ID and prepared by the order file preparing means (not shown). FIG. 

encryption key number inputted is correct. If it has not been 10 shows the contents of this order file. As shown in FIG. 10, 

certified, the image on the resolution of the hierarchical data the order file includes the customer name (Customer), the ID 

K3 is not displayed, while, if it has been certified, the key (CustomerlD), the number of prints (Quantity), the print size 

which has encrypted the hierarchical data K3 is decrypted on 65 (PrintSize), the template ID (TemplatelD), and the images to 

the basis of the encryption key number inputted, and on the be pasted (I mage 1 and Image2). The Imagel means the user 

decrypted key, the hierarchical data K3 is decrypted. Then, image and the Image2 the clip art. 
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From the encrypting information H, it is known that the 5. An image decrypting method that decrypts an 

hierarchical data K4 which has the highest resolution can be encrypted image file which has been obtained by the image 

decrypted on the FUJI Photo Lab, thus, the user transfers this encrypting method according to claim 1, comprising the 

order file to the FUJI Photo Lab together with the encrypted steps of: 

image file F through the network or by recording them on a 5 ^^^^ing out said encrypting information from said 

recordmg medium. By this, on the basis of the contents of mri^nr^-H I'maa*' flip- 

the order file, the FUJI Photo Lab decrypts the key which has encrypiea image me, 

encrypted the hierarchical data K4, being included in the determimng the decrypting means that can decrypt said 

encrypted image file F, and further, on this decrypted key, encrypted components based on said encrypting infor- 

decrypts the hierarchical data K4. Then, the clip art obtained mation; and 

on the resolution of the hierarchical data K4 and the user transferring said encrypted image file to the determined 

image are pasted on the template to make printout. decrypting means. 

With the above-stated embodiment, the encrypting infor- 6. A computer readable recording medium that records a 

mation H is included in the encrypted image file F, however, program to cause a computer to execute a procedure for 

the present invention is not limited to this, and the encrypt- -jj decrypting an encrypted image file obtained by the photo- 

ing information H may be included in a file different firom graphic image encryption method according to claim 1, 

the encrypted image file E In addition, when an order is wherein said program comprises: 

issued to the lab, the encrypting information H may be a procedure for reading out said encrypting information 

included in the order file. Further, the encrypting informa- from said encrypted image file; and 

tion H may be given on a paper to be attached to the 20 a procedure for decrypting said encrypted components 

recording medium whereon the encrypted image file F is ^^sed on said encrypting information, 

recorded. 7 a computer readable recording medium that records a 

What is claimed is: program to cause a computer to execute a procedure for 

1. An image encrypting method comprising the steps of: decrypting an encrypted image file obtained by the photo- 
decomposing original image data into a plurality of com- 25 graphic image encryption method according to claim 1, 

ponents; wherein said program comprises: 

encrypting a plurality of desired components from among ^ procedure for reading out said encrypting information 

said components; from said encrypted image file; 

preparing encrypting information representing the con- ^ determining means that determines the decrypting 

tents of the encrypUon; 30 ^^^^ ^^^^ ^^^^^^ ^.^ encrypted components 

generatmg an encrypted image file from said encrypted based on said encrypting information; and 

components which have been encrypted, and non- , ^ • *u . . r * j 

.t-Li. ,L .J a transferring means that transfers said encrypted image 

encrypted components which have not been encrypted; ^1 * »i_ j * • ^ j 

^ » file to the determined decrypting means. 

, ^5 8. An image encrypting method according to claim 1 

attaching saxd encrypting information to the encrypted 35 ^^^^^^.^ components may further comprise regional 

image file; wherein said components are any of: ^^^^ 

resolution image data obtained by decomposing said ^' ^ ^ encrypting apparatus comprising: 

origmal image data mto a plurauty of resolutions; . . , , 

luminance image data and chromaticity information ^ component decomposing means that decomposes ongi- 

data of said original image data; nal image data into a plurality of components; 

frequency data representing the spatial frequency com- an encrypting means that encrypts a plurality of desired 

ponents of said original image data. components from among said components; 

2. An image encrypting method according to claim 1, an encrypting information preparing means that prepares 
wherein each of said components is encrypted by an encryp- encrypting information representing the contents of the 
tion system or encryption key that varies with each of said ^5 encryption; 

components. an encrypted file generating means that generates an 

3. An image encrypting method according to claim 1 encrypted image file from said encrypted components 
wherein said encrypting information includes at least one of which have been encrypted, and non-encrypted com- 
the following: ponents which have not been encrypted; and 

information that indicates that encryption has been per- 5° ^n attaching means that attaches said encrypting informa- 

formed; jion to the encrypted image file; wherein 

encryption system information; said components are any of: 

encryption key information; resolution image data obtained by decomposing said 

image component information of the original image original image data into a plurality of resolutions; 

which has been encrypted; luminance image data and chromaticity information data 

copyright information of the original image; and of said original image data; 

information of a decrypting means that can decrypt said frequency data representing the spatial frequency compo- 

encrypted components. nents of said original image data. 

4. An image decrypting method that decrypts an iq An image encrypting apparatus according to claim 9, 
encrypted image file which has been obtained by the image wherein said encrypting means is a means that encrypts each 
encryption method according to claim 1, comprising the of said components by an encryption system or encryption 
steps of: Icey that varies with each of said components. 

reading out said encrypting information from said U. An image decrypting apparatus that decrypts an 

encrypted image file; and 65 encrypted image file which has been obtained with the 

performing decryption of said encrypted components photographic image encryp ting apparatus according to claim 

based on said encrypting information. 9, comprising: 
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an encrypting information reading means that reads out 

said encrypting information from said encrypting 

image file; and 
a decrypting means that performs decryption of said 

encrypted components based on said encrypting infor- ^ 

mation. 

12. An image decrypting apparatus that decrypts an 
encrypted image file which has been obtained with the 
photographic image encrypting apparatus according to claim 
9, comprising: 

an encrypting information reading means that reads out 
said encrypting information from said encrypted image 
file; 

a determining means that determines the decrypting 
means that can decrypt said encrypted components 
based on said encrypting information; and 

a transferring means that transfers said encrypted image 
file to the determined decrypting means. 

13. An image encrypting apparatus according to claim 9 20 
wherein said components may further comprise regional 
data. 

14. A computer readable recording medium that records a 
program to cause a computer to execute: 

a procedure for decomposing original image data into a 25 
plurality of components; 

a procedure for encrypting a plurahty of desired compo- 
nents from among said components; 



a procedure for preparing encrypting information repre- 
senting the contents of the encryption; 

a procedure for generating an encrypted image file from 
said encrypted components which have been encrypted, 
and non-encrypted components which have not been 
encrypted; and 

a procedure for attaching said encrypting information to 
the encrypted image file; wherein 
said components are any of: 

resolution image data obtained by decomposing said 
original image data into a plurality of resolutions; 

luminance image data and chromaticity information data 
of said original image data; 

frequency data representing the spatial fi-equency compo- 
nents of said original image data. 

15. A computer readable recording medium according to 
claim 14, wherein said procedure for encrypting is a proce- 
dure that encrypts each of said components by an encryption 
system or encryption key that varies with each of said 
components, 

16. A computer readable recording medium that records a 
program to cause a computer to execute a procedure accord- 
ing to claim 14, wherein said components may further 
comprise regional data. 
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